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CISM, CISA, CISSP, NSA-IAM, CCCI, CCFT, SNSCP

+ Current: Vice President, Aon Cyber Solutions / Stroz Friedberg

īDirector of Intelligence, Microsoft Cybercrime Center

īChief of Operations, Directorate of Terrorist Identities,  US 
National Counterterrorism Center

ī FOUNDER US Navy Cyber Counterintelligence Program, 
NCIS ïNaval Criminal Investigative Service

īBoard Certified Antiterrorism Officer, U.S. Navy Antiterrorist 
Alert Center
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Reports of significant amounts of exposure to 

DIHYDROGEN MONOXIDE!

+ Dihydrogen monoxide is colorless, odorless, tasteless, and 
kills uncounted thousands of people every year. 

+ Most of these deaths are caused by accidental inhalation of 
DHMO

+ Dihydrogen monoxide: 

ī is also known as hydroxl acid, and is major component of acid 
rain. 

ī may cause severe burns. 

ī has been found in excised tumors of terminal cancer patients. 

DIHYDROGEN MONOXIDE

A.K.A    - water

http://www.h2ogo.com/
http://www.h2ogo.com/
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ACI-NA Continuing Credit Requirement-

Exercise Number One 

+ Please have a pencil and paper ready
īOr do the exercise in your head if you cané

+ You will have one minute to select an option and 
provide an answeré.. 

READY, SETéé
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Exercise Number One ïSIMPLE MATH

GOéPlease solve one of theseé

OR
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Donôt over complicate thingsé

Exercise Answer is 

Any Intelligent fool can make things 

bigger and more complexé 

It takes a touch of genius ïand a lot of 

courage to move in the opposite 

direction. 

ïAlbert Einstein 
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It is EASY to make something look COMPLEX.

These are highly technical 

and highly complex issues

Å Technically

Å Politically

Å Legally

Communication about how we work together and that we need to 

work together - should not be.
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Å Itôs tempting for security 
professionals to focus all of 
their attention on the technical 
details:

īThreats, Vulnerabilities, 
Exploits, IT Solutions, 
Indicators of Compromise

+ Communication about how we 
work together and that we 
need to work as a team 
should not be.

+ Level It Up!

Communication is Key ïLevel It Up



Who is the Threat?

+ STATE:  ñThere are no enemies-only emerging allies.ò

+ CIA:   ñWe know who the enemy is, but telling you 
would endanger the source.ò

+ NSA:        ñWe know who the enemy is, but you 
arenôt cleared.ò

+ Director of National Intelligence ñWhomever the 
enemy is, we are in charge of stopping them.ò

+ US Marines:  ñDoesnôt matter.  Mess with the best, 
die like the rest.ò

+ US FBI:   ñThe CIA.ò

The Big Intel Question -
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U.S. Report -

Global Issues+ China- Theft
ī sensitive trade secrets and proprietary information. It continues to use cyber espionage 

to support its strategic development goalsðscience and technology advancement, 
military modernization, and economic policy objectives. 

ī APT10 continued widespread operations to target engineering, telecommunications, and 
aerospace industries across the globe

+ Russia ï
ī Decades of cyber operations, information warfare and attacks on critical infrastructure. 

ī U.S. Indictments against GRU officers and Internet Research Agency for hacking US 
elections.

ī Russia learning to hide its tradecraft in common hacker tools

+ Iran
ī Iranian hacker groups Rocket Kitten targets U.S. defense, OilRig targets Saudi Arabia, 

APT33 has targets energy sector, and Iran theft of large educational and research 
institutions

https://www.dni.gov/files/NCSC/

documents/news/20180724-

economic-espionage-pub.pdf
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Nation State Tools in Hands of Criminals

+ Shadow Brokers publish stolen NSA 

hacking tools from ñEquation Groupò

īSupposedly NSA Tailored Access 

Operations (TAO)

+ Sell to highest bidder, Later posted online

+ Was the exploit behind WannaCry, 

NotPetya and other massive issues across 

the globe

+ More to be releasedé


