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+ cCurrent: Vice President, Aon Cyber Solutions / Stroz Friedberg

Director of Intelligence, Microsoft Cybercrime Center

Chief of Operations, Directorate of Terrorist Identities, US
National Counterterrorism Center

FOUNDER US Navy Cyber Counterintelligence Program,
NCIS i Naval Criminal Investigative Service

Board Certified Antiterrorism Officer, U.S. Navy Antiterrorist
Alert Center
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_Reports.of significant amounts.of exposure 1o..
DIHYDROGEN MONOXIDE!

+ Dihydrogen monoxide is colorless, odorless, tasteless, and
kills uncounted thousands of people every year.
+ Most of these deaths are caused by accidental inhalation of
DHMO
+ Dihydrogen monoxide:
T is also known as hydrox| acid, and is major component of acid
rain.
T may cause severe burns.
T has been found in excised tumors of terminal cancer patients.
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ACI-NA Continuing Credit Requirement-

Exercise Number One

+ Please have a pencil and paper ready
1 Or do the exercise i n your head

+ You will have one minute to select an option and
provide an answer e.

READY, SETeéeé
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Exercise Number One i SIMPLE MATH
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Any Intelligent fool can make things
bi gger and mor e B
It takes a touch of genius 17 and a lot of &
courage to move Iin the opposite
direction.

T Albert Einstein

Exercise Answer is E__,,,.. e
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It is EASY to make something look COMPLEX.
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Vulnerability

Communication about how we work together and that we need to
work together - should not be.
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“THE PROBLEM WITH
COMMUNICATION...
IS THE ILLUSION
THAT IT HAS BEEN
ACCOMPLISHED.”

GEORGE BERNARD SHAW

STROZ FRIEDBERG

an Aon company

Altodos tempting for
professionals to focus all of
their attention on the technical
detalls:

1 Threats, Vulnerabilities,
Exploits, IT Solutions,
Indicators of Compromise

+ Communication about how we
work together and that we
need to work as a team
should not be.

+ Level It Up!
AON
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The Big Intel Questiom- \Who is the Threat?

STATE: iTher e enendesordye mer gi ng al |
CIA: rWe know who t he enemy
woul d ndanger the source

e
NSA: N1 We know who i, bhuwyoane
arenot cl eared. o

Director of National Intelligence n Wh o me the r
enemy Is, we are in charge of stopping them. o

US Marines: ihDoesnot matter. \
die |1 ke the rest. o
. ©]
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Foreign Economic Espionage in Cyberspace

*

------- * X

; & g NATIONAL‘COUNTER!NTELLIGENCE AND SECURITY CENTER U S R e p O rt - **
S Global Issues

T sensitive trade secrets and proprietary information. It continues to use cyber espionage
to support its strategic development goalsd science and technology advancement,
military modernization, and economic policy objectives.

I APT10 continued widespread operations to target engineering, telecommunications, and
aerospace industries across the globe

+ Russiai
1 Decades of cyber operations, information warfare and attacks on critical infrastructure.

T U.S. Indictments against GRU officers and Internet Research Agency for hacking US
elections.

T Russia learning to hide its tradecraft in common hacker tools
+ lran

T Iranian hacker groups Rocket Kitten targets U.S. defense, OilRig targets Saudi Arabia,
APT33 has targets energy sector, and Iran theft of large educational and research
Institutions

https://www.dni.gov/files/INCSC/

documents/news/20180724-
economic-espionage-pub.pdf Am
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Nation State Tools in Hands of Criminals

+ Shadow Brokers publish stolen NSA
hacking tools from AEquati on

1 Supposedly NSA Tailored Access
Operations (TAO)

+ Sell to highest bidder, Later posted online

+ Was the exploit behind WannaCiry,
NotPetya and other massive issues across
the globe

+ More to be rel easedeée
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