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Topics 

 Ransomware 

 Blockchain 

 Crypto Currencies 

 SSI 



Cyber Crime 

 “Stranger than Fiction” 

 Eternal Blue, Spectre, Meltdown, Drupal-geddon 

 Experian 

 Facebook 

 State-sponsored cyber warfare/terrorism 

 $400B to $1.2T Industry 

 Cyber Criminals “Follow the Money” 

 ID Theft >> Sextortion >> RansomWare >> MalMining 

 Phishing >> Spear Phishing >> Whaling 



Ransomware 

 Break in >> Files Locked >> Extortion 

 Results in Days or Weeks of Partial/Full Disruption, 

Possible Permanent Data Loss 

 High Profile Examples 

 Hospitals 

 Police Departments 

 Governments 

 Utilities 

 Airports 



What is Ransomware? 

 System is compromised 

• Vulnerabilities (programming errors) 

• “Drive-by Attack” (clicking on things you shouldn’t) 

 Files are accessed and “encrypted” (made secret) 

 Service is affected 

 Extortion attempt 

 Data is either restored from backup, or 

 Payment is made, and files are decrypted (hopefully) 



How to Prevent a Ransomware Attack 



Break as Many Links as You Can 

 System is compromised 

 Vulnerabilities 

 Drive-by Attacks 

 Files are accessed and “encrypted” 

 Service is affected 

 Extortion attempt 

 Data is restored, or 

 Payment is made 

Education 

Timely Patching 

Limit Access by Role 

Business Continuity Planning 

Verified 3-2-1 Backups 

Hoard BitCoin? 

Law Enforcement Relationships 



What is Blockchain Technology? 

 Secure Network Technology 

 Peer-to-Peer Database (ledger) 

 Secure 

 Private 

 Verifiable 

 Powerful 

 Supra-National 



Blockchain Applications 
 Payment Systems: parking, public transit, filing fees, taxes 

 Consolidate Medical Record (including insurance and Health and Human 

Services) 

 Licensing and Applications 

 Identification and DMV 

 Law Enforcement, Justice, and Legal 

 Grants and Titles 

 Public Records 

 Welfare and Social Services 

 Asset Management 

 E-Commerce 

 Finance and Investments 

 Crowd Sourcing/Funding 

 Digital Copyrights 



Blockchain Constraints 

 Security (Estonia) 

 Trust (BitCoin, MtGOX, Coincheck) 

 Privacy 

 Startup Investment 

 Resource Constraints 

 Political Resistance 

 Requires Partnering 

 Labor Disruption 

 Energy Consumption & Waste 

 Governance and Law Enforcement 

 Lack of Standardization 



What are Cryptocurrencies? 

 Currencies based on Blockchain technology 

 Unregulated (peer-to-peer) 

 Trust based (not “backed” or insured) 

 Private and untraceable 

• Legitimate Business Transactions 

• Circumvent Censorship/Oppression 

• Commit Crime 
• Child abuse 

• Human trafficking 

• Drug trafficking 

• Violent crime 

• Support Terrorism 



Security Sensitive Information (SSI) 



SSI (continued) 



Resources 
 Eternal Blue 

  https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/  

 Cost of cyber crime 
 https://csis-prod.s3.amazonaws.com/s3fs-

public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf  

 Cryptography 
 Singh, Simon (2016), The Code Book, ISBN 9780385730624 

 Killchain analysis 
 https://www.lockheedmartin.com/content/dam/lockheed-

martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf  

 Blockchain and Cryptocurrency 
 https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world  

 https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-

management-in-the-public-sector  

 https://blockgeeks.com/guides/what-is-cryptocurrency/  

 Excellent Cyber Resources 
 https://www.nist.gov/topics/cybersecurity  

 https://www.us-cert.gov/ncas/tips 

 http://www.dhs.gov/cybersecurity-tips 

 Security Sensitive Information 
 https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf  

 https://www.tsa.gov/for-industry/sensitive-security-information  

 

https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/industries/high-tech/our-insights/how-blockchains-could-change-the-world
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/using-blockchain-to-improve-data-management-in-the-public-sector
https://blockgeeks.com/guides/what-is-cryptocurrency/
https://blockgeeks.com/guides/what-is-cryptocurrency/
https://blockgeeks.com/guides/what-is-cryptocurrency/
https://blockgeeks.com/guides/what-is-cryptocurrency/
https://blockgeeks.com/guides/what-is-cryptocurrency/
https://blockgeeks.com/guides/what-is-cryptocurrency/
https://www.nist.gov/topics/cybersecurity
https://www.nist.gov/topics/cybersecurity
https://www.us-cert.gov/ncas/tips
https://www.us-cert.gov/ncas/tips
https://www.us-cert.gov/ncas/tips
https://www.us-cert.gov/ncas/tips
http://www.dhs.gov/cybersecurity-tips
http://www.dhs.gov/cybersecurity-tips
http://www.dhs.gov/cybersecurity-tips
http://www.dhs.gov/cybersecurity-tips
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol9/pdf/CFR-2011-title49-vol9-part1520.pdf
https://www.tsa.gov/for-industry/sensitive-security-information
https://www.tsa.gov/for-industry/sensitive-security-information
https://www.tsa.gov/for-industry/sensitive-security-information
https://www.tsa.gov/for-industry/sensitive-security-information
https://www.tsa.gov/for-industry/sensitive-security-information
https://www.tsa.gov/for-industry/sensitive-security-information
https://www.tsa.gov/for-industry/sensitive-security-information
https://www.tsa.gov/for-industry/sensitive-security-information


Questions? 


