
DISASTER & CYBER 
IMPACTS TO AIRPORTS



USDOT’s National Response 
Program
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VUCA
volatile

uncertain
complex

ambiguous
Term from the US Army War College, 1991
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quality suffers
everything takes longer

you will be uncomfortable

Exercise from Dr. Tom Phelan
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Photo from: FEMA
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https://www.fema.gov/news-release/2017/09/14/federal-family-continues-response-and-relief-operations-following-hurricane
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Photo from: HERE
9

https://www.youtube.com/watch?v=wW5kL6HQ9bE
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Photo from: HERE
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https://nbcmontana.com/news/local/airport-director-outlines-generator-system-following-atlanta-power-outage
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https://www.washingtonpost.com/local/on-sept-11-a-tiny-canadian-town-opened-its-runways-and-heart-to-7000-stranded-travelers/2016/09/08/89d875da-75e5-11e6-8149-b8d05321db62_story.html?noredirect=on&utm_term=.1762e1a5f2d8
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Hawaii.gov15



Transit Agency 
not 

operational

No transit 
operators
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Photo from: HERE
Photo from: HERE17

https://www.citylab.com/transportation/2013/02/weve-been-looking-spread-global-pandemics-all-wrong/4782/
https://www.ngenespanol.com/fotografia/crean-nueva-especie-virus-gripe-aviar/


cascading impacts

Fourth Order 
ImpactsThird Order ImpactsSecond Order 

ImpactsFirst Order ImpactsEvent

Flood

Inaccessible Roads

Workforce cannot arrive at 
work

Incurred Overtime for staff 
already at work

Potential for increased 
accidents or safety violations

Hindered mutual aid support

Accelerated disaster supply 
consumption

Increased crisis action planning 
requirements

Competing organization and 
disaster priorities

Inaccessible Ramps and 
Runways Flights stop or are delayed

X,XXX people are stranded Increased consumption of 
commodities

Reputation Management Competing organization and 
disaster priorities
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Clearrisk.comFedracongressi.com
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CYBER RISKS
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50% users are phished each day

97% cannot identify real vs phishing

1 in 25 or 4% will click
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1.2 million at 485 locations =
2,474 employees = 

1,237 threats a day = 
49 successful phishing attempts

each day
1/3 organizations are down over 8 

hours
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Bristol Airport, United Kingdom

Photo from: HERE
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https://www.grahamcluley.com/bristol-airport-says-it-did-not-pay-any-ransom-to-recover-from-cyber-attack/
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24

https://drifttravel.com/cathay-pacific-premium-economy-vancouver-hong-kong/
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https://thehackernews.com/2018/09/british-airways-data-breach.html


Photo from: HERE
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https://www.maritime-executive.com/article/maersk-group-hit-by-global-ransomware-cyberattack
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$900,000,000
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http://news.marriott.com/2016/10/marriott-international-introduces-three-new-brands-cape-town/


1,000 cyber attacks on aviation 
specific systems each month in 

2016
European Aviation Safety Agency

Article from: HERE
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https://www.forbes.com/sites/bishopjordan/2018/09/09/british-airways-hacked/#1116e6bc67ae
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https://cyberaware.com/wp-content/uploads/2018/06/95_human_error-1110x550-1024x507.jpg


Photo from: HERE
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https://it.ouhsc.edu/services/infosecurity/


training impacts
10-15%, 40-50% drop

45-75% drop
75% drop
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train your staff
saturate the awareness message

think before you click
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learn from other disasters
know your emergency manager

cascading impacts = so what…
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pose questions to executive 
leadership:
what if…?

could we…?
can we…?

how would we…?
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LEAN FORWARD

DO NOT BECOME
COMPLACENT

“denial is not a valid strategy”
Quote from LTC Dave Grossman
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Mike Matthews, CBCP
US Department of  Transportation
Office of Intelligence, Security, and Emergency Response

Michael.Matthews@dot.gov
202.868.3905
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